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About This User’s Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to configure the FSG1100HN using
the Web Configurator. You should have at least a basic knowledge of TCP/IP
networking concepts and topology.

Tips for Reading User’s Guides On-Screen

When reading a ZyXEL User’'s Guide On-Screen, keep the following in mind:

« If you don't already have the latest version of Adobe Reader, you can download it
from http://www.adobe.com.

* Use the PDF’s bookmarks to quickly navigate to the areas that interest you.
Adobe Reader’s bookmarks pane opens by default in all ZyXEL User’'s Guide
PDFs.

« If you know the page number or know vaguely which page-range you want to
view, you can enter a number in the toolbar in Reader, then press [ENTER] to
jump directly to that page.

* Type [CTRL]+[F] to open the Adobe Reader search utility and enter a word or
phrase. This can help you quickly pinpoint the information you require. You can
also enter text directly into the toolbar in Reader.

* To quickly move around within a page, press the [SPACE] bar. This turns your
cursor into a “hand” with which you can grab the page and move it around freely
on your screen.

» Embedded hyperlinks are actually cross-references to related text. Click them to
jump to the corresponding section of the User’'s Guide PDF.

Related Documentation

* Quick Start Guide

The Quick Start Guide is designed to help you get your FSG1100HN up and
running right away. It contains information on setting up your network and
configuring for Internet access.

* Supporting Disc
The embedded Web Help contains descriptions of individual screens and

supplementary information.

* Support Disc

Refer to the included CD for support documents.
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Documentation Feedback
Send your comments, questions or suggestions to: techwriters@zyxel.com.tw.
Thank you!

The Technical Writing Team, ZyXEL Communications Corp., 6 Innovation Road |,
Science-Based Industrial Park, Hsinchu, 30099, Taiwan.

Need More Help?

More help is available at www.zyxel.com.

| 5uPPoRT 4 DOWNLOADS L PARTAER
Download Library F  Firmware

Knowledge Base Software

Glossary Driver

Support & Feedback Datagheet

Warranty Information Tech Doc Overview

ZyXEL Windows Vista Support User's Guide

Forum Quick start guide

CLI Reference Guide

SNMP MIB File

» Download Library

Search for the latest product updates and documentation from this link. Read the
Tech Doc Overview to find out how to efficiently use the User Guide, Quick Start
Guide and Command Line Interface Reference Guide in order to better understand
how to use your product.

» Knowledge Base

If you have a specific question about your product, the answer may be here. This is
a collection of answers to previously asked questions about ZyXEL products.

e Forum

This contains discussions on ZyXEL products. Learn from others who use ZyXEL
products and share your experiences as well.’
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Customer Support

Should problems arise that cannot be solved by the methods listed above, you
should contact your vendor. If you cannot contact your vendor, then contact a
ZyXEL office for the region in which you bought the device.

See http://lwww.zyxel.com/web/contact_us.php for contact information. Please have
the following information ready when you contact an office.

» Product model and serial number.
» Warranty Information.

« Date that you received your device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’'s Guide.
Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may
need to configure or helpful tips) or recommendations.

Syntax Conventions

» The FSG1100HN may be referred to as the “FSG1100HN", the “device”, the
“product” or the “system” in this User’s Guide.

» Product labels, screen names, field labels and field choices are all in bold font.

* A key stroke is denoted by square brackets and uppercase text, for example,
[ENTER] means the “enter” or “return” key on your keyboard.

« “Enter” means for you to type one or more characters and then press the
[ENTER] key. “Select” or “choose” means for you to use one of the predefined
choices.

* Aright angle bracket ( >) within a screen name denotes a mouse click. For
example, Maintenance > Log > Log Setting means you first click Maintenance
in the navigation panel, then the Log sub menu and finally the Log Setting tab to
get to that screen.

* Units of measurement may denote the “metric” value or the “scientific” value. For
example, “k” for kilo may denote “1000” or “1024", “M” for mega may denote
“1000000” or “1048576” and so on.

* “e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other
words”.
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Document Conventions

Icons Used in Figures

Figures in this User's Guide may use the following generic icons. The ZyXEL icon
is not an exact representation of your device.

ZyXEL Device Computer Motebook computer
Server DSLAM Firewall
Telephone Swiltch Router
—
% -
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Safety Warnings

Safety Warnings

» Do NOT use this product near water, for example, in a wet basement or near a
swimming pool.

» Do NOT expose your device to dampness, dust or corrosive liquids.
» Do NOT store things on the device.

» Do NOT install, use, or service this device during a thunderstorm. There is a
remote risk of electric shock from lightning.

» Connect ONLY suitable accessories to the device.

» Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel
should service or disassemble this device. Please contact your vendor for further
information.

» Make sure to connect the cables to the correct ports.

* Place connecting cables carefully so that no one will step on them or stumble over
them.

* Always disconnect all cables from this device before servicing or disassembling.
» Use ONLY an appropriate power adaptor or cord for your device.

 Connect the power adaptor or cord to the right supply voltage (for example, 110V
AC in North America or 230V AC in Europe).

» Do NOT allow anything to rest on the power adaptor or cord and do NOT place
the product where anyone can walk on the power adaptor or cord.

» Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

« If the power adaptor or cord is damaged, remove it from the power outlet.

» Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to
order a new one.

» Do not use the device outside, and make sure all the connections are indoors.
There is a remote risk of electric shock from lightning.

» Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

» Antenna Warning! This device meets ETSI certification requirements when using
the included antenna(s). Only use the included antenna(s).

« If you wall mount your device, make sure that no electrical lines, gas or water
pipes will be damaged.

* Optical Warning! "PRODUCT COMPLIES WITH 21 CFR 1040.10 AND 1040.11"
"PRODUIT CONFORME SELON 21CFR 1040.10 ET 1040.11”
CLASS 1 LASER PRODUCT
APPAREIL A LASER DE CLASSE 1

WEEE stands for Waste Electronics and Electrical Equipment. It means that

used electrical and electronic products should not be mixed with general

waste. Used electrical and electronic equipment should be treated ]
separately.

Your product is marked with this symbol, which is known as the WEEE mark. E:
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Chapter 2 The WPS Button

1
Getting to Know Your FSG1100HN

1.1 Overview

This chapter introduces the main features and applications of the FSG1100HN.
The FSG1100HN extends the range of your existing wired network without
additional wiring, providing easy network access to mobile users. You can set up a
wireless network with other IEEE 802.11b/g/n compatible devices.

A range of services such as a firewall and content filtering are also available for
secure Internet computing.

1.2  Applications
You can create the following networks using the FSG1100HN:

= Wired. You can connect network devices via the Ethernet ports of the

FSG1100HN so that they can communicate with each other and access the
Internet.

e Wireless. Wireless clients can connect to the FSG1100HN to access network
resources.

< WAN. Connect to a broadband modem/router for Internet access.

FSG1100HN Network

WLAN

LANA

LANQ

LANS g
LANgm—— =5
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1.3

1.4

1.5

16

Ways to Manage the FSG1100HN

Use any of the following methods to manage the FSG1100HN.

* WPS (Wi-Fi Protected Setup). You can use the WPS button or the WPS section of
the Web Configurator to set up a wireless network with your ZyXEL Device.

» Web Configurator. This is recommended for everyday management of the
FSG1100HN using a (supported) web browser.

Good Habits for Managing the FSG1100HN

Do the following things regularly to make the FSG1100HN more secure and to
manage the FSG1100HN more effectively.

» Change the password. Use a password that’s not easy to guess and that
consists of different types of characters, such as numbers and letters.

» Write down the password and put it in a safe place.

* Back up the configuration (and make sure you know how to restore it).
Restoring an earlier working configuration may be useful if the device becomes
unstable or even crashes. If you forget your password, you will have to reset
the FSG1100HN to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the FSG1100HN. You
could simply restore your last configuration.

LED and Rear Panel

3
i
=

® % 8 8 8 s 5 g
"= = = 8 8 8 8 ® ®
" = 8 5 = = 8 ® &
" 8 ® 8 B 8 ® ®
= = = ®» ®» 8 ® ® &®
- [ ] kg [ ] L ] L a2 L ]
" 8 8 ®» 83 8 ® ® ®
L ] - L ] L ] L] - L] L L]
" = » » 8 8 8 8 8 8 ®
"= = " = ® 85 8 8 = 8 &
" = = = s = & ® 8 8 ®
= = = = ®» ® ®s ® ® 8 °®
" = = " = = 8 ®8 8 8 ®
" = = ®m ® 8 ® = ® 8 @®
" = & = = s 8 = = ® &®
" = = » = ® = = 8 8 ®
" = @ = = = = = @® @®= @
" = = = = s = = & ® &®
" = = & = = ® ®= = & ®
" = = = = s = s = ® @&

FSG1100HN User’s Guide



Chapter 2 The WPS Button

2
) [
POWER - ON 4 3 2 1 WLAN/WPS RESET

' »OFF L ETHERNET ! ON/OFF

The following table describes the LEDs and the WPS button.
Front Panel LEDs and WPS Button

LED COLOR | STATUS | DESCRIPTION
Power Green On The FSG1100HN is receiving power and
functioning properly
Off The FSG1100HN is not receiving power.
Red On A system error has occurred.
WAN Green On The FSG1100HN has a successful

10/100Mbps WAN connection.

Blinking | The FSG1100HN is sending/receiving data
through the WAN.

Off The WAN connection is not ready, or has
failed.
WLAN/WPS | Green On The FSG1100HN is ready, but is not
sending/receiving data through the wireless
LAN.

Blinking | The FSG1100HN is sending/receiving data
through the wireless LAN.

The FSG1100HN is negotiating a WPS
connection with a wireless client.

Off The FSG1100HN is not ready or has failed.
Orange Blinking | The FSG1100HN’s WPS connection is being
configured.
Internet Green On The FSG1100HN's IP is connected (the

device has a WAN IP address from IPCP or
DHCP and fiber is linked or a static IP
address is configured, PPP negotiation has
successfully completed — if used — and fiber is
linked) and no traffic is detected. If the IP or
PPPOE session is dropped due to an idle
timeout, the light will remain green if a fiber
connection is still present. If the session is
dropped for any other reason, the light is
turned off. The light will turn red when it
attempts to reconnect and DHCP or PPPoE
fails.

Blinking | The FSG1100HN’s IP is connected and IP
traffic is passing through the device (either
direction), flashing at 4 Hz with a 50% duty
cycle.

FSG1100HN User’s Guide
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Off

The FSG1100HN's power is off, itis in
bridged mode, or a connection not present.

Red

On

The FSG1100HN's attempt to achieve an IP
connection failed (no DHCP response, no
PPPOE response, PPPOE authentication
failed, no IP address from IPCP, etc.).

LAN 1-4

Green

On

The FSG1100HN has a successful
10/100Mbps Ethernet connection.

Blinking

The FSG1100HN is sending/receiving data
through the LAN, flashing at 4 HZ with a 50%
duty cycle.

Off

The LAN is not connected or the FSG1100HN
is powered off.

WPS
Button

Press this button for 1 second to set up a wireless connection via

WiFi

Protected Setup with another WPS-enabled client. You must press

the

WPS button on the client side, holding the button for at least 5
seconds, for a successful connection.

18
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2
The WPS Button

2.1 Overview

Your FSG1100N supports WiFi Protected Setup (WPS), which is an easy way to set
up a secure wireless network. WPS is an industry standard specification, defined
by the WiFi Alliance.

WPS allows you to quickly set up a wireless network with strong security, without
having to configure security settings manually. Each WPS connection works
between two devices. Both devices must support WPS (check each device’s
documentation to make sure).

Depending on the devices you have, you can either press a button (on the device
itself, or in its configuration utility) or enter a PIN (a unique Personal Identification
Number that allows one device to authenticate the other) in each of the two
devices. When WPS is activated on a device, it has two minutes to find another
device that also has WPS activated. Then, the two devices connect and set up a
secure network by themselves.

FSG1100HN User’s Guide
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3
Introducing the Web Configurator

3.1 Overview

3.2

This chapter describes how to access the FSG1100HN Web Configurator and
provides an overview of its screens.

The Web Configurator is an HTML-based management interface that allows easy
setup and management of the FSG1100HN via Internet browser. Use Internet
Explorer 6.0 and later or Netscape Navigator 7.0 and later versions or Safari 2.0
or later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is
enabled by default in Windows XP SP (Service Pack) 2.

* JavaScripts (enabled by default).
* Java permissions (enabled by default).

Refer to the Troubleshooting chapter to see how to make sure these functions are
allowed in Internet Explorer.

Accessing the Web Configurator

1. Make sure your FSG1100HN hardware is properly connected and prepare your
computer or computer network to connect to the FSG1100HN (refer to the Quick
Start Guide).

2. Launch your web browser.

3. Type "http://192.168.1.254" as the website address.

Your computer must be in the same subnet in order to access this website
address.

FSG1100HN User’s Guide
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4. Type "1234" (default) as the password and click Login. In some versions, the
default password appears automatically - if this is the case, click Login.

5. You should see a screen asking you to change your password (highly

recommended) as shown next. Type a new password (and retype it to confirm)
and click Apply or click Ignore.

Password Screen

FSG1100HN

‘Welcome to your router Configuration Interface
Enter your password and press enter or click "Login™
? Password:  suss

1 Login }

Note: The management session automatically times out when the time period set
in the Administrator Inactivity Timer field expires (default five minutes).
Simply log back into the FSG1100HN if this happens.

3.3 Resetting the FSG1100HN

If you forget your password or IP address, or you cannot access the Web
Configurator, you will need to use the RESET button at the back of the
FSG1100HN to reload the factory-default configuration file. This means that you will
lose all configurations that you had previously saved, the password will be reset to
“1234” and the IP address will be reset to “192.168.1.254".

3.3.1 Procedure to Use the Reset Button

1 Make sure the power LED is on.

2 Press the RESET button for longer than 1 second to restart/reboot the
FSG1100HN.

3 Press the RESET button for longer than five seconds to set the FSG1100HN
back to its factory-default configurations.

22
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3.4

Navigating the Web Configurator

The following summarizes how to navigate the Web Configurator from the Status
screen.

Status Screen

8ano Web Configuration
[ <[ » | [+ @ nup://192.168.1.254/home.asp ¢ J(Q- Google )

Web Configuration

ZyXEL

- ‘ dstatus ( Refresh )

Device Information
FSG1100HN
Er-System Information System Name: IntemetGateway System Status
Networking Firmware Version: F02.01(AA.2)B7 CPU Usage: . %
Wirslass System Up Time: Oday(s):0h:1m:4s Memory Usage: [ e 1
EX-Fi 1]
frewe Current DatelTime: 2010-3-3/18:32:22 WLAN Information

¥ Management
Maintenance 2= Router SSID: 802.11bgn-SSID

WAN Information Mode: AP

IP Address: 0.0.0.0 Band: 2.4 GHz (B+G+N)

IP Subnet Mask: 0.0.0.0 Channel Number: 6

Connection Type:

Getting IP from DHCP server... Encryption: Disabled
DNS: WPS: Disable
LAN Information Muitiple AP: Detail
192.168.1.254 Summary

IP Subnet Mask: 255.255.255.0 Active Session: Detail
DHCP:
System Status

IP Address:

Server

Interface
WAN
LAN
WLAN

»
Click this icon at anytime to exit the Web Configurator.
Web Configurator Status Screen

LABEL DESCRIPTION
Device Information
System Name This is the System Name you enter in the Maintenance >
System Settings > General screen. It is for identification
purposes.

Firmware Version This is the firmware version.

System Up Time This is the total time the FSG1100HN has been on.

Current Date/Time | This is the FSG1100HN’s present date and time.

Device Mode This is the current FSG1100HN mode. The device can
function as a Router, Bridge, or Mixed. See the Device
Mode window (System Information > Device Mode) to
change this setting.

WAN Information

IP Address This is the WAN port’s IP address.

IP Subnet Mask This is the WAN port’s subnet mask.
Connection Type This displays the connection type status.
DNS This displays the IP address of the DNS.

FSG1100HN User’s Guide

23




Chapter 4 Wireless LAN

LAN Information

IP Address

This is the LAN port’s IP address.

IP Subnet Mask

This is the LAN port’s subnet mask.

DHCP

This is the LAN port’s DHCP role, Enable or Disable.

System Status

Interface These are the devices three types of interfaces.
Status This is the current status of each interface type.
CPU Usage This displays what percentage of the FSG1100HN's

processing ability is currently used. When this percentage
is close to 100%, the FSG1100H is running at full load,
and the throughput is not going to improve anymore. If
you want some applications to have more throughput, you
should turn off other applications.

Memory Usage

This displays what percentage of the heap memory the
FSG1100HN is using.

WLAN Information

SSID

This is a descriptive name used to
FSG1100HN on the wireless LAN.

identify the

Mode This is the level of wireless security the FSG1100HN is
currently using.
Band This is the manually selected operating frequency

currently being used on the wireless LAN.

Channel Number

This is the manually selected channel number currently
being used on the wireless LAN.

Encryption This is the type of encryption security currently being used
on the wireless LAN.
WPS This displays Enabled when the WPS has been set up.
This displays Disabled if the WPS has not been set up.
Multiple AP Click the Detail hyperlink to display the Multiple AP Table.
Summary

Active Session

Click the Detail hyperlink to display the Active Session
Table.

Refresh

Click Refresh to begin configuring this screen afresh.

3.4.1 WLAN Information: Multiple AP Table

24

Click the Multiple AP Table Detail hyperlink in the Status screen. Read-only
information includes SSID, Band, Encryption, BSSID, and Associated Clients.
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Virtual AP1 Information

SSID: 802 11bgn-SSID-VAPD
Band: 2.4 GHz (B+G+N)
Encryption: Disabled

BSSID: 00:e0:4c:81:96:b2
Associated Clients 0

Multiple AP Table

Refresh | [ Close |

The following table describes the multiple AP labels in this screen
Status > Multiple AP

LABEL DESCRIPTION

SSID This displays the Service Set Identity (SSID) associated with
the AP.

Band This displays the operating frequency for the AP. The options
are: 2.4 GHz (B+G+N) for networks using a mix of 802.11b,
802.11g, and 802.11n wireless clients, 2.4 GHz (G+N) for
networks using a mix of 802.11g and 802.11n wireless clients,
2.4 GHz (B+G) for networks using a mix of 802.11b and
802.11g wireless clients, 2.4 GHz (N) for networks using
802.11n wireless clients only, 2.4 GHz (G) for networks using
802.11g wireless clients only, or 2.4 GHz (B) for networks using
802.11b wireless clients only.

Encryption This displays whether encryption is enabled or disabled.

Broadcast SSID | This displays the broadcast SSID.

Associated This displays the number of associated clients.

Clients

Refresh Click Refresh to display the information on this screen afresh.

Close Click Close to close this pop-up window.

3.4.2 Summary: Active Session Table

The Active Session Table displays all current active sessions.

Click System Information > Active Session to open the Active Session Table

screen.

System Information > Active Session

Index Internal Protocol External NAT (Port) | Time OQut (sec)
£ 192.168.1.50:52641 tcp 192.168.1.1:80 52641 432000

Active Session Table

Page:1/1 (Active Session Number:1)

| Page Up | | Page Down | | First Page | | Last Page | | Refresh |

The following table describes the active session labels in this screen.
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System Information > Active Session

LABEL DESCRIPTION

Index The index number of the active session table entry.

Internal The internal IP address of the of the active session table
entry.

Protocol The protocol of the active session table entry.

External The external IP address of the of the active session table
entry.

NAT (Port) The NAT port number of the active session entry.

Time Out (sec)

The time, in seconds, until the active session entry times out.

Page Up Click to scroll up the page.

Page Down Click to scroll down the page.

First Page Click to advance to the first page of the table.
Last Page Click to advance to the last page of the table.
Refresh Click to refresh the values on the table.

Setting the Device Mode

The Device Mode window allows users to select the operating mode, Router mode,
Bridge mode, or a Mixed mode employing both Router and Bridge mode. Access this
window by clicking System Information > Device Mode.

» System information > Device Mode

Device Mode

Device Mode Settings

(CILAN1

O LAN2 In this mode, the device is supposed to connect to the internet via the ADSL/Cable Modem. The NAT is
Router () LAN3 enabled and PCs on four LAN ports share the same IP to the ISP through the WAN port. The connection

) LAN4 type can be setup on the WAN page by using PPPoE, DHCP client, or static IP.

(CIWLAN

@ LAN1

@ LAN2 ) ) ) ) o
Bridge @ LAN3 In this mode, all Ethernet ports and wireless interfaces are bridged together and the NAT function is

~ disabled. All the WAN-related functions and firewall are not supported.

@ LANS

@ WLAN

Farer . Y A
[ Apply ) [ Refresh |

Device Mode window

LABEL DESCRIPTION

LAN1-LAN4 | Select LAN1 to LAN4 for router, bridge, or a mix of each.
WLAN Select WLAN for router or bridge.

Apply Click Apply to save your changes back to the FSG1100HN.
Refresh Click Refresh to begin configuring this screen afresh.
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4
Wireless LAN

4.1 Overview

This chapter discusses how to configure the wireless network settings in your

FSG1100HN. See the appendices for more detailed information about wireless
networks.

The following figure provides an example of a wireless network.

Example of a Wireless Network

The wireless network is the part in the blue circle. In this wireless network,
devices A and B are called wireless clients. The wireless clients use the access
point (AP) to interact with other devices (such as the printer) or with the Internet.

Your FSG1100HN is the AP.
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4.2 What You Can Do

» Use the Basic screen (32) to configure the basic wireless settings, including to
enable the Wireless LAN, select the band, display the currently configured multiple
APs, enter the SSID, select the channel width, set the control sideband, select a
channel number, enable broadcast SSID, set the data rate, and display active
clients.

» Use the Advanced screen (35) to configure the fragment threshold, RTS threshold,
preamble type, IAPP, B/G protection, frame aggregation, short Gl, block intra-BSS
traffic, and RF output power.

» Use the Security screen (37) to select and configure the wireless security mode on
your wireless network.

» Use the Access Control screen (44) to enable access control on your wireless
network.

» Use the Wi-Fi Protected Setup screen (44) to configure WPS on your wireless
network.

4.3 What You Should Know

Every wireless network must follow these basic guidelines.
» Every wireless client in the same wireless network must use the same SSID.

The SSID is the name of the wireless network. It stands for Service Set
IDentity.

« If two wireless networks overlap, they should use different channels.

Like radio stations or television channels, each wireless network uses a specific
channel, or frequency, to send and receive information.

» Every wireless client in the same wireless network must use security compatible
with the AP.

Security stops unauthorized devices from using the wireless network. It can also
protect the information that is sent in the wireless network.
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4.4

32

Wireless Basic Settings Screen

The Wireless Basic Settings window allows users to configure the Wireless LAN
Interface.

Click Wireless > Basic Settings to open the Wireless Basic Settings screen.

Wireless > Basic Settings

ZyXEL

= Wireless > Basic

P : S Wireless Basic Settings

FSG1100HN
System Information

Wireless Basic Settings

Mabworidng Wireless LAN Interface | Enahle | :]
B Wireless
. Band '\@
Basic
Advanced Mode e (Multiple AP )
Security SSID 802.11bgn-SSID
Access Control
Channel Width | 20MHz B
WPS

- Control Sideband Upper &

E>Management Channel Number (s

Maintenance Broadcast SSID [(Enabled [3)

Data Rate

[ Aute |5

Associated Clients ('Show Active Clients )

p e W o
( Apply ) ( Refresh )

The following table describes the basic wireless labels in this screen.
Wireless > Basic Settings
LABEL DESCRIPTION

Wireless Basic Settings

Wireless Enable or disable the wireless LAN interface on the FSG1100HN.
LAN
Interface

Band Choose the proper operating frequency for the wireless network. The
options are: 2.4 GHz (B+G+N) for networks using a mix of 802.11b,
802.11g, and 802.11n wireless clients, 2.4 GHz (G+N) for networks
using a mix of 802.11g and 802.11n wireless clients, 2.4 GHz (B+G)
for networks using a mix of 802.11b and 802.11g wireless clients, 2.4
GHz (N) for networks using 802.11n wireless clients only, 2.4 GHz (G)
for networks using 802.11g wireless clients only, or 2.4 GHz (B) for
networks using 802.11b wireless clients only.

Mode Choose the desired mode. The option is AP. Click the Multiple AP
button to open the Multiple AP table, as shown on the next page. Up
to four APs can be enabled and configured on this table.

SSID Enter a descriptive name for the Service Set Identity (SSID)
associated with the wireless station. All wireless stations associating
with the access point built-in to the FSG1100HN must have the same

SSID.
Channel Select the channel width. Select 20MHz if no 802.11n wireless clients
Width are being used. A standard 20 MHz channel offers transfer speeds up

to 150Mbps whereas a 40 MHz channel uses two standard channels
and offers speeds up to 300Mbps. As not all wireless devices support
40 MHz channels, most users select Auto 20/40MHz to allow the
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44.1

FSG1100HN to adjust the channel bandwidth automatically.

Channel Select the channel number for the wireless network between 1 and 11

Number or select Auto to automatically scan for an active channel on the
network.

Broadcast | Enable or disable the broadcasting of the FSG1100HN'’s SSID. If this

SSID is disabled, the SSID in the outgoing beacon frame will be hidden.
This prevents a station from obtaining the SSID through scanning
using a site survey tool.

Data Rate | Select the data transmission rate. For best performance, it is strongly
suggested to choose the default, Auto.

Associated | Click the Show Active Clients button to open the Active Wireless

Clients Client Table, as shown below. This displays all current associated
wireless clients.

Apply Click Apply to save your changes back to the FSG1100HN.

Refresh Click Refresh to begin configuring this screen afresh.

Multiple AP Table

The FSG1100HN allows up to four APs to be enabled and configured on the
Multiple AP window.

Click Wireless > Basic Settings > Multiple AP to open the Multiple AP screen.

Wireless > Basic Settings > Multiple AP

Multiple AP

Index | Enable Band SSID | DataRate | Bradcast \BlockIntaBSS| Actve
AP 8 2.4 GHz (B+G+N) + 802.11bgn-5 | Auto Enabled + Disable + Show
MPZ O 2.4 GHz (B+G+N) = 802.11bgn-5 Auto Enabled = Disable = Show
AP3 B 2.4 GHz (B+G+N) + 802.11bgn-5 Auto Enabled + Disable 3 Show
AP (=] 2.4 GHz (B+G+N) + 802.11bgn-5 Auto Enabled % Disable ¥ Show

(Refresh | [ Close )

Farurn
| Apply |

The following table describes the multiple AP labels in this screen.

Wireless > Basic Settings > Multiple AP

LABEL DESCRIPTION

Multiple AP

Index The index number of the multiple AP table entry.

Enable Tick to enable the multiple AP table entry.

Band Select the proper operating frequency for the wireless network.
The options are: 2.4 GHz (B+G+N) for networks using a mix of
802.11b, 802.11g, and 802.11n wireless clients, 2.4 GHz (G+N)
for networks using a mix of 802.11g and 802.11n wireless
clients, 2.4 GHz (B+G) for networks using a mix of 802.11b and
802.11g wireless clients, 2.4 GHz (N) for networks using
802.11n wireless clients only, 2.4 GHz (G) for networks using
802.11g wireless clients only, or 2.4 GHz (B) for networks using
802.11b wireless clients only.

SSID Enter a Service Set Identity (SSID) associated with the wireless

station. All wireless stations associating with the access point
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built-in to the FSG1100HN must have the same SSID.

Data Rate Select the data transmission rate. For best performance, it is
strongly suggested to choose the default, Auto.

Broadcast SSID | Enable or disable the broadcasting of the FSG1100HN’s SSID. If
this is disabled, the SSID in the outgoing beacon frame will be
hidden. This prevents a station from obtaining the SSID through
scanning using a site survey tool.

Block Intra-BSS | Enable this feature to prevent clients on each WLAN from being
Traffic able to ping each other.

Active Client List | Click the Show button to display the Active Wireless Client
Table window for AP1, AP2, AP3, or AP4.

Apply Click Apply to save your changes back to the FSG1100HN.
Refresh Click Refresh to begin configuring this screen afresh.
Close Click Close to close this pop-up window.

4.4.2 Active Wireless Client Table

The Active Wireless Client Table displays all current associated wireless clients.

Click Wireless > Basic Settings > Show Active Clients to open the Active Wireless
Client Table screen.

Wireless > Basic Settings > Show Active Clients

Active Wireless Client Table
Expired
MAC Tx Rate Power T
Address Mode Tx Packet Rx Packet (Mbps) Saving T;:'::e
None — — — — — —

i A B
{ Refresh } { Close }

The following table describes the active wireless client labels in this screen
Wireless > Basic Settings > Show Active Clients

LABEL DESCRIPTION

MAC Address The MAC address of the wireless client.

Mode The current mode of the wireless client.

Tx Packet The number of packets transmitted by this wireless client.
Rx Packets The number of packets received by this wireless client.

Tx Rate (Mbps) | The packet transmitted rate in Mbps.

Power Saving The current power saving setting on this wireless client.

Expired Time(s) | The time before this wireless client times out.

Refresh Click Refresh to begin configuring this screen afresh.

Close Click Close to close this pop-up window.
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4.5 Wireless Advanced Settings Screen

The Wireless Advanced Settings window allows users to configure the Wireless LAN

Interface.

Click Wireless > Advanced Settings to open the Wireless Advanced Settings

screen.

Wireless > Advanced Settings

Wireless Advanced Settings
Wireless Advanced Settings

Fragment Threshold 2346 (256-2346)
RTS Threshold 2347 (0-2347, 0 means always send RTS)
Preamble Type ® Long Preamble () Short Preamble
IAPP @ Enabled () Disabled
BIG Protection @ Enabled () Disabled
Frame Aggregation @ Enabled () Disabled
Short GI ) Enabled () Disabled
Block Intra-BSS Traffic (O Enabled @ Disabled
RF Output Power ®100% O70% (O60% (035% O15%

Ao e L
[ Apply ) [ Refresh |

—

The following table describes the advanced wireless labels in this screen

Wireless > Advanced Settings

LABEL DESCRIPTION

Wireless Advanced Settings

Fragment This is the threshold, specified in bytes, for the fragmentation

Threshold boundary for directed messages. It is the maximum data fragment
size that can be sent. Packets exceeding the 2346-byte setting will
be fragmented before transmission. Enter an even number between
256 and 2346. 2346 is the default.

RTS Data with its frame size larger than this value will perform the

Threshold Request To Send (RTS)/CTS (Clear To Send) handshake.

Enter a value between 0 and 2347. 0 means always send RTS.

Preamble Choose either Long Preamble or Short Preamble. A preamble

Type affects the timing in the wireless network. There are two preamble
types: long and short. If a wireless device uses a different preamble
type than the FSG1100HN, then it cannot communicate with the
FSG1100HN.

IAPP Enable or disable Inter-Access Point Protocol (IAPP). This protocol
is designed for the enforcement of unique association throughout
the Extended Service Set and for the secure exchange of a wireless
station’s security context between a current AP and a new AP
during the handoff period.

B/G Enable or disable B/G Protection. This feature limits cross-talk in a

Protection mixed 802.11b and 802.11g environment.

Frame Enable or disable Frame Aggregation. This feature increases

Aggregation | throughput by sending two or more data frames in a single
transmission.
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Short Gl Enable or disable Short Guard Interval (Gl). Enabling this feature
reduces the guard interval time thereby increasing data capacity.
The drawback is that it can be less reliable and may create higher
data loss.

Block Intra- Enable or disable Intra-BSS Traffic. A Basic Service Set (BSS)

BSS Traffic exists when all communications between wireless clients or
between a wireless client and a wired network client go through one
access point. Intra-BSS traffic is traffic between wireless clients in
the BSS. When Intra-BSS is enabled, wireless client A and B can
access the wired network and communicate with each other. When
Intra-BSS is disabled, wireless client A and B can still access the
wired network but cannot communicate with each other.

RF  Output | Select the transmit power of the antennas. The default is 100%.

Power

Apply Click Apply to save your changes back to the FSG1100HN.

Refresh Click Refresh to begin configuring this screen afresh.
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4.6 Wireless Security Screen

The Wireless Security Setup window allows users to configure WEP, WPA, WPA2,
and WPA-Mixed encryption.

Click Wireless > Security to open the Wireless Security screen.

Wireless > Security
| - Wireless > Sectsrity |

Wireless Security

Wireless Security Setup

Select SSID [ Root AP - 802.11bgn-SSID | 4]

Encryption | Disable ?

[ Apply ) [ Reset )
| Apply | | Reset |

The following table describes the wireless security labels in this screen
Wireless > Security

LABEL DESCRIPTION

Wireless Security Setup

Select Select the desired Service Set Identity (SSID).
SSID

Encryption | Choose from the following encryption options: WEP. WPA, WPA2,
WPA-Mixed, and Disable. The default is Disable.

Apply Click Apply to save your changes back to the FSG1100HN.
Reset Click Reset the settings on this screen.
4.6.1 WEP

Wired Equivalent Privacy (WEP) is an encryption security option based on IEEE
802.11 that uses the RC4 encryption algorithm. WEP encryption scrambles the
data transmitted between the wireless stations and the access points to keep
network communications private. It encrypts unicast and multicast communications
in a network. Both the wireless stations and the access points must use the same
WEP key. The FSG1100HN allows configuration of up to four 64-bit or 128-bit WEP
keys but only one key can be enabled at any one time.

Click Wireless > Security > WEP to open the Wireless Security WEP screen.
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Wireless > Security > WEP

Wireless Security

Wireless Security Setup

Select SSID Root AP - B02.11bgn-SSID |
Encryption | WEP B
Authentication () Open System () Shared Key @& Auto
Key Length 64-hit ?
Key Format “ASCII (5 characters) ?

® Encryption Key1

() Encryption Key2

() Encryption Key3

() Encryption Key4

s
[ Apply | [ Reset )

The following table describes the wireless security for WEP labels in this screen
Wireless > Security > WEP

LABEL DESCRIPTION

Wireless Security Setup

Select SSID Select the desired Service Set Identity (SSID).

Encryption Choose the encryption security type, WEP. The other
encryption security options are: WPA, WPA2, WPA-Mixed, and
Disable. The default is Disable.

Authentication | Select Open System, Shared Key, or Auto authentication.
Auto is the default. This specifies whether the wireless clients
have to provide the WEP key to login to the wireless client. Most
users keep this setting at Auto or Open System unless they
want to force a key verification before communication between
the wireless client and the FSG1100HN occurs. Selecting
Shared Key forces clients to provide the WEP key prior to
communication.

Key Length Select the level of encryption, 64-bit or 128-bit.

Key Format Select ASCII (5 characters) or Hex (10 characters). American
Standard Code for Information Interchange (ASCII) is a system
using alphanumeric characters. ASCII strings are automatically
converted to hexadecimal format for use over a network. Hex
uses the actual hexadecimal format based on the numbers 0 to
9 and the letters A to F.

Encryption Keys are used to encrypt data. Both the FSG1100HN and the
Key 1 | wireless stations must use the same WEP key for data
to4 transmission. If you chose 64-bit, then enter any five ASCII
characters or 10 hexadecimal characters ("0-9", "A-F"). If you
chose 128-bit, then enter 13 ASCII characters or 26
hexadecimal characters ("0-9", "A-F"). At least one key must be
configured and up to four keys overall can be configured.
However, only one key can be activated at any
single time. The default key is Encryption Key 1.

Apply Click Apply to save your changes back to the FSG1100HN.

Reset Click Reset to reset the settings on this screen.
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4.6.2 WPA

Wi-Fi Protected Access (WPA) is an encryption security option designed to improve
upon the features of WEP. It employs Temporal Key Integrity Protocol (TKIP) to
scramble the keys using a hash algorithm and, by adding an integrity-checking
feature, ensures that the keys have not been tampered with. WPA-PSK/WPA2-PSK
uses a passphrase or key to authenticate wireless connections. The key is an
alphanumeric password between 8 and 63 characters long. The password can also
be symbols (1?*& ) and spaces. In addition, WPA/MWPAZ includes Extensible

Authentication Protocol (EAP) to ensure only authorized network users can access
the network.

Click Wireless > Security > WPA to open the Wireless Security WPA screens.
Wireless > Security > WPA

» Wireless > Security

Wireless Security

Wireless Security Setup

Select SSID [ Root AP - 802.11bgn-55ID |5

Encryption
Authentication Mode

WPA Cipher Suite

Pre-Shared Key Format

Pre-Shared Key

| WPA E

() Enterprise (RADIUS) @ Personal (Pre-Shared Key)
MTKIP CJAES

| Passphrase '3

{ Apply ) (Reset )

Wireless Security Setup window for WPA (Personal (Pre-Shared Key))

Wireless Security Setup

Select SSID

Encryption

Authentication Mode
WPA Cipher Suite

RADIUS Server IP Address
RADIUS Server Port

RADIUS Server Password

[ Root AP - 802.11bgn-5SID [ 3]

| wea =

@ Enterprise (RADIUS) ) Personal (Pre-Shared Key)
MTKIP [JAES

1812

( Apply Y (Reset )

Wireless Security Setup window for WPA (Enterprise (RADIUS))
The following table describes the wireless security for WPA labels in these screens.

Wireless > Security > WPA
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LABEL

DESCRIPTION

Wireless Security Setup

Select SSID

Select the desired Service Set Identity (SSID).

Encryption

Choose the encryption security type, WPA. The other
encryption security options are: WEP, WPA2, WPA-Mixed,
and Disable. The default is Disable.

Authentication

Select Enterprise (RADIUS) or Personal (Pre-Shared Key)

Mode authentication. Personal (Pre-Shared Key) is the default.

WPA Cipher | Tick the Cipher Suite type, TKIP or AES.

Suite

Pre-Shared Select the PSK format, Passphrase or HEX — 64 characters.

Key Format

Pre-Shared Enter a simple common password for the PSK. The pre-

Key shared key is from 8 to 63 case-sensitive ASCII characters
(including spaces and symbols) or less than 64 case-sensitive
HEX characters ("0-9", "A-F").

RADIUS Enter the IP address of the RADIUS server.

Server IP

Address

RADIUS Enter the port number being used with the RADIUS server.

Server Port 1812 is the default port.

RADIUS Enter the security key for the RADIUS server.

Server

Password

Apply Click Apply to save your changes back to the FSG1100HN.

Reset Click Reset to reset the settings on this screen.
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4.6.3 WPA2

Click Wireless > Security > WPAZ2 to open the Wireless Security WPA2 screens.

Wireless > Security > WPA2

» Wireless > Security

Wireless Security

Wireless Securlty Setup

Select SSID

Encryption
Authentication Mode
WPA2 Cipher Suite
Pre-Shared Key Format

Pre-Shared Key

[ Root AP - B02.11bgn-SSID 4]

| wraz E
() Enterprise (RADIUS) @) Personal (Pre-Shared Key)
CJTKIP [JAES

| Passphrase s

e W
Apply Reset

Wireless Security Setup window for WPA2 (Personal (Pre-Shared Key))

Wireless Security

Wireless Security Setup

Select 551D

Encryption

Authentication Mode
WPAZ2 Cipher Suite

RADIUS Server IP Address
RADIUS Server Port

RADIUS Server Password

| Root AP - 802.11bgn-5sID [+

| wea2 :

@ Enterprise (RADIUS) () Personal (Pre-Shared Key)
COTKIP [ AES

1812

e W
Apply Reset

Wireless Security Setup window for WPA2 (Enterprise (RADIUS))

The following table describes the wireless security for WPA2 labels in these

screens.

Wireless > Security > WPA2
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4.6.4

LABEL DESCRIPTION

Wireless Security Setup

Select SSID Select the desired Service Set Identity (SSID).

Encryption Choose encryption security type WPA2. The other encryption
security options are: WEP, WPA, WPA-Mixed, and Disable. The
default is Disable.

Authentication | Select Enterprise (RADIUS) or Personal (Pre-Shared Key)

Mode authentication. Personal (Pre-Shared Key) is the default.
WPA2 Cipher | Tick the Cipher Suite type, TKIP or AES.
Suite

Pre-Shared Select the PSK format, Passphrase or HEX — 64 characters.
Key Format

Pre-Shared Enter a simple common password for the PSK. The pre-shared
Key key is from 8 to 63 case-sensitive ASCII characters (including
spaces and symbols) or less than 64 case-sensitive HEX
characters ("0-9", "A-F").

42

RADIUS Enter the IP address of the RADIUS server.

Server IP

Address

RADIUS Enter the port number being used with the RADIUS server. 1812

Server Port is the default port.

RADIUS Enter the security key for the RADIUS server.

Server

Password

Apply Click Apply to save your changes back to the FSG1100HN.

Reset Click Reset to reset the settings on this screen.
WPA-Mixed

Click Wireless > Security > WPA-Mixed to open the Wireless Security WPA-
Mixed screens.

Wireless > Security > WPA-Mixed
- Wirsless > Sectriy |

Wireless Security

Wireless Security Setup

Select SSID "Root AP - 802.11bgn-SsID | 3]
Encryption | WPA-Mixed -:]
Authentication Mode () Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA Cipher Suite MTKIP [AES
WPA2 Cipher Suite CTKIP [JAES

Pre-Shared Key Format | Passphrase B

Pre-Shared Key

- N ~
[ Apply | [ Reset

Wireless Security Setup window for WPA-Mixed (Personal (Pre-Shared Key))
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= Wireless > Security

Wireless Securlty Setup

Select SSID

Encryption

Authentication Mode
WPA Cipher Suite
WPA2 Cipher Suite

RADIUS Server IP Address
RADIUS Server Port

RADIUS Server Password

"Root AP - 802.11bgn-5SID |3

[ WPA-Mixed |3

@ Enterprise (RADIUS) () Persenal (Pre-Shared Key)
M TKIP CAES

CITKIP [JAES

1812

P s ~
Apply Reset

Wireless Security Setup window for WPA-Mixed (Personal (Enterprise (RADIUS))

The following table describes the wireless security for WPA-Mixed labels in these

screens.

Wireless > Security > WPA-Mixed

LABEL

DESCRIPTION

Wireless Security Setup

Select SSID

Select the desired Service Set Identity (SSID).

Encryption

Choose the encryption security type, WPA-Mixed. The other
encryption security options are: WEP, WPA, WPA2, and
Disable. The default is Disable.

Authentication
Mode

Select Enterprise (RADIUS) or Personal (Pre-Shared Key)
authentication. Personal (Pre-Shared Key) is the default.

WPA Cipher | Tick the Cipher Suite type, TKIP or AES.

Suite

WPA2 Cipher | Tick the Cipher Suite type, TKIP or AES.

Suite

Pre-Shared Select the PSK format, Passphrase or HEX — 64 characters.
Key Format

Pre-Shared Enter a simple common password for the PSK. The pre-
Key shared key is from 8 to 63 case-sensitive ASCII characters

(including spaces and symbols) or less than 64 case-sensitive
HEX characters ("0-9", "A-F").

RADIUS Server
IP Address

Enter the IP address of the RADIUS server.

RADIUS Server
Port

Enter the port number being used with the RADIUS server.
1812 is the default port.

RADIUS Server

Enter the security key for the RADIUS server.

Password
Apply Click Apply to save your changes back to the FSG1100HN.
Reset Click Reset to reset the settings on this screen.
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4.7

4.8

44

Wireless Access Control Screen

The Wireless Access Control window allows users to configure wireless access
control by creating a white list and a black list. This allows administrators to block
users or only allow approved users to make a connection.

Click Wireless > Access Control to open the Wireless Access Control screen.

Wireless > Access Control

Wireless Access Control

Access Control Settings

Wireless Access Control Mode [ Disable +
MAC Address

Comment

P & Ry
[ Apply | [ Refresh |

Access Control Table

_I Index | MAC Address | Comment _I

The following table describes the wireless access control labels in this screen.

Wireless > Access Control

LABEL DESCRIPTION

Access Control Settings

Wireless Access | Select Allow Listed, Deny Listed, or Disable.
Control Mode

MAC Address Enter a MAC address.

Comment Enter a user-specified comment to help identify this access
control rule.

Apply Click Apply to save your changes back to the FSG1100HN.

Refresh Click Refresh to begin configuring this screen afresh.

Delete Click button to delete the table entry.

Wi-Fi Protected Setup Screen

The Wi-Fi Protected Setup window allows users to quickly set up a wireless network
with strong security, without having to configure security settings manually. WiFi
Protected Setup (WPS) is an industry standard specification, defined by the WiFi
Alliance. Depending on the devices on the network, users can either press a button
(on the device itself, or in its configuration utility) or enter a PIN (Personal Identification
Number) in the devices. Then, they connect and set up a secure network by
themselves.
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Click Wireless > WPS to open the Wi-Fi Protected Setup screen.

Wireless > WPS

= Wireless > WPS

WI-Fi Protected Setup

WPS Settings

Active

WPS Summary

WPS Configured

WPS SSID

WPS Security Mode
WPS Encryp Type
WPS Default Key Index
AP PIN

WPS Action

PIN

PBEC

[ Disable 13

(_Apply

(_Refresh )

No
802.11bgn-SSID
Open

None

N/A

73463573

Reset to UnConfigured

Configure via PIN

Configure via PBC

The following table describes the WPS labels in this screen.
Wireless > WPS

LABEL

DESCRIPTION

WPS Settings

Active

Enable or Disable the WPS feature. Click Apply to commit
the setting. Click Refresh to display current settings of the
window.

WPS Summary

WPS Configured

This indicates when the FSG1100HN has connected to a
wireless network using WPS or when the Active setting is
Enable and wireless or wireless security settings have been
changed. The current wireless and wireless security settings
also appear in the window. This displays No if WPS is disabled
and there are no wireless or wireless security changes on the
FSG1100HN or if the user clicks the Reset to Unconfigured
button to remove the configured wireless and wireless security
settings.

WPS SSID Displays the Service Set Identity name.
WPS Security Indicates the current WPS security mode.
Mode

WPS Encryp Type

Indicates the current WPS encryption type.

WPS Default Key
Index

Indicates the current WPS default key.

AP PIN Indicates the access point personal identification number.
WPS Action
PIN Enter the personal identification number and then click the

Configure via PIN button. This is commonly known as the PIN
method of setting up WPS.
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PBC

Push Button Configuration (PBC) allows users to click the
Configure via PBC button to set up WPS. Once the button is
clicked on this window, users have 2 minutes to press a similar
virtual or actual button on the new wireless client device.
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WAN

5.1 Overview

This chapter discusses the FSG1100HN’s WAN screens. Use these screens to
configure your FSG1100HN for Internet access.

A WAN (Wide Area Network) connection is an outside connection to another
network or the Internet. It connects your private networks (such as a LAN (Local
Area Network) and other networks, so that a computer in one location can
communicate with computers in other locations.

LAN and WAN

5.2 What You Can Do

» Use the WAN screen for DHCP Client (49) to enter your
ISP information and set up a DHCP client.

» Use the WAN screen for Static IP (51) to enter your IP address, subnet, default
gateway (if applicable), and other settings to set up a static IP.

» Use the WAN screen for PPPPOE (53) to set up PPPOE.
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5.3 WAN for DHCP Client Screen

Dynamic Host Configuration Protocol (DHCP), based on RFC 2131 and RFC 2132,
allows individual clients to obtain TCP/IP configuration at start-up from a server. Users
can configure the FSG1100HN's LAN as a DHCP server or disable it. When
configured as a server, the FSG1100HN provides the TCP/IP configuration for the
clients. If DHCP service is disabled, another DHCP server must be available on that
network, or the computer will need to be manually configured.

Click Networking > WAN > DHCP Client to open the WAN screen for DHCP Client
(the default WAN screen).

Networking > WAN > DHCP Client

ZyXEL

= Networking > WAN

WAN Settings

I d Status
-

FSG1100HN
3 System Information

B Networking
WAN
LAN

WAN Access Type DHCP Client |
® Attain DNS Automatically
() Set DNS Manually

DNS1:

DNS2:
Wireless

£ Firewall DNS3:

Management Clone MAC Address 000000000000

Maintenance Enable UPnP
Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPSec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through en VPN connection

Oo0oo0oo0o0®&EO0 DO

(Apoly) (Refresh )
The following table describes the WAN DHCP client labels in this screen.
Networking > WAN > DHCP Client
LABEL DESCRIPTION
WAN Settings
WAN Access Type Choose DHCP Client. The other options are Static IP or

PPPOE.
Attain DNS Click to attain DNS automatically. Otherwise, enter DNS
Automatically manually using the field below.

Set DNS Manually Enter the DNS server IP address(es) assigned by the ISP.

DNS1-DNS3 Enter the DNS server IP address(es) assigned by the ISP.
Clone MAC Address | Enable MAC address cloning.
Enable UPnP Enable the Universal Plug and Play (UPnP) feature. Universal

Plug and Play (UPnP) is a distributed, open networking
standard that uses TCP/IP for simple peer-to-peer network
connectivity between devices. A UPnP device can
dynamically join a network, obtain an IP address, convey its
capabilities and learn about other devices on the network. In
turn, a device can leave a network smoothly and
automatically when it is no longer in use.

Enable IGMP Proxy | Enable the IGMP proxy feature. IGMP proxy enables the
device to issue IGMP host messages on behalf of hosts that
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the device discovered through standard IGMP interfaces.

Enable Ping Access
on WAN

Enable the Ping access on WAN feature. This allows Ping to
use the WAN to send ICMP echo request packets to the
target host and listen for ICMP echo response replies.

Enable Web Server
Access on WAN

Enable the Web server access on WAN feature. This allows
Web server access via the WAN.

Enable IPSec Pass
Through on VPN
Connection

Enable the IPSec Pass Through on VPN connection feature.
This encapsulates a complete IP datagram, forming a virtual
tunnel between IPSec-capable devices.

Enable PPTP Pass
Through on VPN
Connection

Enable the PPTP Pass Through on VPN connection feature.
Point-to-Point Tunneling Protocol (PPTP) enables secure
transfer of data through a Virtual Private Network (VPN).

Enable L2TP Pass
Through on VPN

Enable the L2TP Pass Through on VPN connection feature.
Layer 2 Tunneling Protocol (L2TP) is used to support data

Connection transfer through a Virtual Private Network (VPN). It relies on
an encryption protocol that it passes within the tunnel to
provide privacy.

Apply Click Apply to save your changes back to the FSG1100HN.

Refresh Click Refresh to begin configuring this screen afresh.
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5.4

WAN Settings

WAN Access Type

IP Address

Subnet Mask

Default Gateway
DNS1:
DNS2:

DNS3:

Enable Ping
Enable Web
Enable IPSe

0
8]
&
O
=]
=]
O
=]

Clone MAC Address

WAN for Static IP Screen

Select Static IP if the WAN port IP information is provided by the ISP. Users will need
to enter the IP address, subnet mask, gateway address, and DNS(es) provided by the
ISP.

Click Networking > WAN > Static IP to open the WAN screen for Static IP.

Networking > WAN > Static IP

.

(Staticip %
10.0.0.250
266.255.255.0

10.0.0.254

000000000000

Enable UPnP
Enable IGMP Proxy

Access on WAN
Server Access on WAN

¢ pass through on VPN connection

Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

o o oL
[ Apply | [ Refresh |

The following table describes the WAN static IP labels in this screen.
Networking > WAN > Static IP

LABEL DESCRIPTION

WAN Settings

WAN Access Choose Static IP. The other options are DHCP Client or PPPoE.
Type

IP Address The WAN IP address is an IP address for the FSG1100HN, which

makes it accessible from an outside network. It is used to
communicate with other devices on other networks.

If this static WAN IP address has been assigned by the ISP, it
should also assign the subnet mask and DNS server IP
address(es). A default gateway IP address may also be provided.

Subnet Mask

Enter the subnet mask.

Default Enter the default gateway IP address.

Gateway

DNS1-DNS3 Enter the DNS server IP address(es) assigned by the ISP.

Clone MAC Enable MAC address cloning.

Address

Enable UPnP Enable the Universal Plug and Play (UPnP) feature. Universal Plug

and Play (UPnP) is a distributed, open networking standard that
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uses TCP/IP for simple peer-to-peer network connectivity between
devices. A UPnP device can dynamically join a network, obtain an
IP address, convey its capabilities and learn about other devices
on the network. In turn, a device can leave a network smoothly and
automatically when it is no longer in use.

Enable IGMP Enable the IGMP proxy feature. IGMP proxy enables the device to

Proxy issue IGMP host messages on behalf of hosts that the device
discovered through standard IGMP interfaces.

Enable Ping Enable the Ping access on WAN feature. This allows Ping to use

Access on the WAN to send ICMP echo request packets to the target host

WAN and listen for ICMP echo response replies.

Enable Web Enable the Web server access on WAN feature. This allows Web

Server Access | server access via the WAN.

on WAN

Enable IPSec Enable the IPSec Pass Through on VPN connection feature. This

Pass Through | encapsulates a complete IP datagram, forming a virtual tunnel

on VPN between IPSec-capable devices.

Connection

Enable PPTP Enable the PPTP Pass Through on VPN connection feature. Point-

Pass Through | to-Point Tunneling Protocol (PPTP) enables secure transfer of data

on VPN through a Virtual Private Network (VPN

Connection

Enable L2TP Enable the L2TP Pass Through on VPN connection feature. Layer

Pass Through | 2 Tunneling Protocol (L2TP) is used to support data transfer

on VPN through a Virtual Private Network (VPN). It relies on an encryption

Connection protocol that it passes within the tunnel to provide privacy.

Apply Click Apply to save your changes back to the FSG1100HN.

Refresh Click Refresh to begin configuring this screen afresh.
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5.5 WAN for PPPOE Screen

Point-to-Point Protocol over Ethernet (PPPOE) emulates a dial-up connection. It allows
an ISP to use their existing network configuration with newer broadband technologies
such as ADSL. The PPPoE driver on the FSG1100HN is transparent to the computers
on the LAN, which see only Ethernet and are not aware of PPPoE thus saving users
the need to manage PPPOE clients on individual computers.

Click Networking > WAN > PPPoE to open the WAN screen for PPPoE.

= Networking > WAN

WAN Settings
WAN Access Type
User Name
Password

Connection Type

Idle Time

| PPPoE ki

-

| Continuous - Connect Disconnect

5 (1-1000 minutes)

() Attain DNS Automatically

® Set DNS Manually

DNS1:

DNS2:

DNS3:

Enable UPnP

O0o0oo0oo0oDo0o®EO0 O

Clone MAC Address

000000000000

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable Multicast Shortcut

Enable IPSec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

a2 N oL
[ Apply | | Refresh )|

The following table describes the WAN PPPOE labels in this screen.
Networking > WAN > PPPoE

LABEL

DESCRIPTION

WAN Settings

WAN Access Type

Choose PPPoE. The other options are DHCP Client or Static
IP.

User Name

Enter the user name provided by the ISP.

Password

Enter the password associated with the user name above.

Connection Type

Select Continuous, Connect on Demand, or Manual. If
Manual is selected, users will need to manually click Connect
and Disconnect to use the Internet. If Connect on Demand is
selected, users need to enter an Idle Time value in the next
field.

Idle Time

Enter an age-out value, in minutes, between 1 and 1000.
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Attain DNS
Automatically

Click to attain DNS automatically. Otherwise, enter DNS
manually using the field below.

Set DNS Manually

Enter the DNS server IP address(es) assigned by the ISP.

DNS1-DNS3 Enter the DNS server IP address(es) assigned by the ISP.

Clone MAC Enable MAC address cloning.

Address

Enable UPnP Enable the Universal Plug and Play (UPnP) feature. Universal
Plug and Play (UPnP) is a distributed, open networking
standard that uses TCP/IP for simple peer-to-peer network
connectivity between devices. A UPnP device can dynamically
join a network, obtain an IP address, convey its capabilities
and learn about other devices on the network. In turn, a device
can leave a network smoothly and automatically when it is no
longer in use.

Enable IGMP Enable the IGMP proxy feature. IGMP proxy enables the

Proxy device to issue IGM